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1. Introduction

  This is an audit report of KEK GRID CA.  The purpose of this audit is to audit compliance with the APGrid PMA minimum CA requirements which are based on the IGTF X.509 Classic Authentication Profile with Secured Infrastructure maintained by the EUGrid PMA.  Procedures and report of the audit is based on the Auditing Guidelines document which was submitted to the Certificate Authorities Operations Working Group of the Global Grid Forum.
Date:

April 13, 2007
Time:

13:30 ~ 16:30
Place:

KEK

Auditor:

Yoshio Tanaka, Akihiko Iijima (AIST)

CA staffs:
Takashi Sasaki, Go Iwai, Yoshimi Iida, Kohiki Ishikawa, 
Manabu Matsui, Yukinori Yokoshima, Koichi Murakami
Terms of subjects of auditing: February 10, 2006 ~ April 12, 2007
2. Procedures of auditing
2.1 A list of marks for auditing

  Auditors prepare a list of marks for auditing, which is a table of the audit checklist, evidences, procedures and results of the examination, and scores of the items in the audit checklist.  Each item in the audit checklist should be scored according to the results of the examination.  For example, each item can be scored from A to D, and X as below.
· A:  Good.

· B:  Recommendation (minor change)

· C:  Recommendation (major change)

· D:  Advice (must change)

· X:  Could not evaluate (N/A)

2.2 Materials used for auditing

  The following documents are referred in this auditing.
· KEK GRID CA Service Certificate Policy and Certificate Practices Statements version 1.0.1
· KEK GRID CA Certificate and CRL Profile version 1.0.0

· Enrollment manual version 1.6
· Operational manuals
· KEK GRID CA operation procedure version 04/01/2007
· KEK GRID CA ID vetting procedure (in Japanese)

· CA Repository (Web site)

· https://gridca.kek.jp/

· CA Certificate
· Retrieved from the CA repository.

· CRL
· Retrieved from the CA repository.

· End entity certificates (user and host)
· web site of the HSM
· Any other document described as “published on the repository” in the CP/CPS
· application form

· Any other document available for the auditors
· procedures of the application (in Japanese)

 The followings are the subjects of the inspection.
· CA room

· CA machine including HSM
· A backup media of the CA private key and its place.
· A sealed envelope which contains a pass phrase of the CA private key and its place.

· Media storage of archived logs and other documents and their place (e.g. a safe box).
· End entity certificates.
· Logs of the CA/RA servers

· Logs of the CA repository (e.g. Web server)

· Records of operation of the CA private key (including accesses to the HSM)
· Access log to the CA room

3. Summary of Audit Results
3.1. Advices
(1) In some end entity certificates, the value of X509 v3 Certificate Policies extension is incorrect.  It is 1.3.6.1.4.1.200.198.1.102 but it should be 1.3.6.1.4.1.200.198.1.10.2.  It seems that this is a careless mistake, but it is advised that the KEK Grid CA (1) changes the configuration of the CA system so that X509 v3 Certificate Policies extension is set as 1.3.6.1.4.1.200.198.1.10.2, and (2) provides a new CP/CPS whose OID is 1.3.6.1.4.1.200.198.1.102.
(2) Change the Certificate and CRL Profile document so that X509v3 extension basicConstraints of the CA certificate is not marked as critical.
(3) Neither exendedKeyUsage nor nsCertType is specified in end entity certificates.  It is strongly recommended to set extendedKeyUsage and/or nsCertType in end entity certificates.
(4) Email address should not be used in the subject name of end entity certificates.

(5) Uses manual describes the re-new procedure, but actually, KEK Grid CA does not allow re-new.  Users manual must be modified to describe re-key procedure.

3.2. Recommendation
(1) All versions of the CP/CPS should be available on the web site if valid certificates under that CP/CPS exist.

(2) CP/CPS is structured in RFC2527, but it should be structured in RFC3647.

(3) CP/CPS must describe that a backup of the pass phrase of the CA private key is kept in sealed envelope in a safe place.
(4) The CP/CPS should describe more details of the procedure of transition of the CA’s cryptographic data.
(5) It was recommended to change the lifetime of the CA certificate to 10 years (both CP/CPS and the root CA certificate).

(6) CRL Profile should describe that the CRL is compliant with RFC3280.

(7) Modify the section 3.1.4 of the CP/CPS so that the CN of the host certificates must contain the FQDN of the host (currently, it is described as MAY).

(8) Recommend to set subjectAltnativeName extension to FQDN of the host for host certificates.

(9) Section 3.2 should describe that KEK Grid CA does not allow re-new of end entity certificates.

(10) Section 4.6.2 should describe that the archived data will be stored for three years, but the identity validation records will be kept as long as there are valid certificates based on such a validation.

(11) Add detailed description about confidentiality in section 2.8.

(12) CP/CPS and/or the operational manual should describe how the RA ensures that the requestor is appropriately authorized by the owner of the FQDN or the responsible administrator of the machine to use the FQDN.
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