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Introduction to KISTI

e KISTI - Korea Institute of Science and Technology
Information

Korea Institute of Science and Technology
Information(KISTI) is a research institute in Korea,
which is located in the Daedeok Science Town, in
Daejeon City.
KISTI’'s pivotal roles are establishing a national
knowledge information infrastructure for science and
technology in Korea. KISTI’s major functions are:
e - Knowledge Information Portal: collection, management,
and diffusing system of science and technology information
e - Value-added Information: in-depth analysis and feasibility
study
e - Knowledge Infrastructure: Advancement of
supercomputer and research network.

(= Supercomputing & High-Performance Network)

http://www.Kisti.re.Kkr
Korea Institule of @ Supercomputing Center

Extending the Horizon of Science and Technology
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Introduction to KISTI Supercomputing 2

e KISTI Supercomputing Center(KSC) is the
largest public provider of supercomputing
resources and high performance research
network in Korea.

e The missions of KSC are to advance the
national information infrastructure by
providing leading-edge computational
resources and networks to advance
computational science and computational
techniques, and to assist scientific
communities and industry in exploiting the
computational resources for the growth of
their competitiveness worldwide.

KISTI Web Site http://www.ksc.re.kr
Korea Institute of @ Supercomputing Center
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KISTI Grid CA Operation
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Histery of KISTI Grid CA Operation

e K*Grid Project started from 2002 in Korea.

e Experimental CA System (no operation anymore)
Operation started from April, 2002
Web-based System

Statistics (by June 2004)
e # of users (subscribers) : more than 390 users

e # of issued certificates : more than 3000 certificates
e Production Level CA System
Web-based System: nttp(s)://ca.gridcenter.or.kr/
Service started from June, 2004
Statistics (by Sep. 2006)

e # of users (subscribers) : more than 50 users
e # of issued certs : more than 340 certs.

Korea Institute of flg\ Supercomputing Center

Extending the Horizon of Science and Technology



KGridCA: KISTI Grid CA Software

e KGridCA
Certificate Authority management system

OpenSSL and Web-based system
e openssl command line program front-end

Features

» Certificate management (CSR upload, Issuing Certs,
revoking, etc)

e Email notification (on an event of signing request,
Issuing certificate)

e Certificate revocation & CRL generation

Requirements

e OpenSSL command line tool, MySQL, PHP-enabled
Apache web server

Korea Institute of fl!\ Supercomputing Center

[ ]
L'!' I sclence and Technology Information Extending the Horizon of Science and Technology



KGrIdCA System Overview.

User (Certificate CA & RA
Requestor) F
- ~—
S ~ ~ \><
HTTPS protocol T~
—~— \‘
Internal

Public Web Server

— — — — P
https://ca.gridcenter.or.kr ><

Web Server
https://localhost/

(HTTPS-enabled)

Database
Server
(CSR, CERT)

should be
normall

Internal web server

IS protected

from out side world.

CA private key is stored
In the internal web
server.

l I! ‘ Supercomputing Center

\ f Extending the Horizon of Science and Technology



KGrIdCA System Overview.

eUser Registration

e To subscribe as an user of KISTI CA, he/she should register
as a user of a web site http://ca.gridcenter.or/

e Subscribers should send an email to ca@gridcenter.or.kr
with his/her

Name, E-mail, Login ID, Organization

2 hitps://ca.gridcenter.or.kr - GridC4A - Register - Microsoft Internet Ezpl... |;||§||E|

GridCA - Register b

Main | Login | Registration

Plase read the CP/CPS document before registration.
Click: Ei KISTI-GRID-CA-CP-CPS. pdf

If you want to register as a new user of GridCa,
plase send an e-mail to the administrator { ca@gridcenter.ar.kr ),

You are required to specify the following infarmation in your e-mail

- Mame :

- E-mail address .
- Login IDv:

{2-20 characters)

- Your organization :

* If wou are Korean, fill your information in Korean except login 1D and e-mail address,

I( C"®  Korea Institute of fI!\ Supercomputing Center
L_ I | Sclence and Technology Information = f Extending the Horizon of Science and Technology



KGrIdCA System Overview.

eUser Registration GridCA - Hello! admin

= 1wt 1o reglstor for GeidCa - 0 ALAL (HTWL) &N ] Menu | CERT | CSR | Logout \2
[;?]‘iliﬂ BEE =200 JEiD MYl E30D ESHA EEWH
O 8ME M0 BML oo S ¥ a-w-2 0,

0 2001101 2% B4 BAaLID, BUE 2E HANE ZaD 0 BRdN 2,

S ME: Saungdn Hong (mgpdch@®pusan ac, bx] WL K 05-11-00 (B 2W & ) )
WE MG cal@grideantaror i » Certificate List
i s Generate Self-Signed Root CA {only for admin)

Grid C& Home
o Certificate (CERT)

&3
&L Dwank i reglsier for GedCA

GrioCaN] RHE S FAW PabEHeUct o Certificate Signing Request (CSR)
e 395 * CSRList Administration
E-mail address | FRich@pusan .k

+ My Account Page

Change passwords

User List {only for admin’

New User (only for adming |
Wiew Log {only for admin)

Root Cas (only for admind

CRL {anly for admin)

Lagin 1D sdhang

¥our organization | TATEHE HNISET SUbSCriptlon
BhD Smdent RequeSt I
]Jn'[s.‘a'u'nﬂ.?'c of Machanic # Enginearng. E —_— m ai I

P gn Hatioeal Usiversiy,
San 30, Changjaan-dang, Kemmjsong -,
| Pmigan, RIG-TE, Karaa

= RE: | want to register for GridCA - BAIE]D (HTRL)

BWE RIE EAY 4 0 ED ERA SERH
BIE AW LBD M : ﬁjxﬁl""; o % Add a New User

S HUE REHHAL LR B

AR S i [sangwan@kist,m, w8 L 205- &) 2 1
SENY Sommtleeeiee) S 01U 24 By the Admin

W | CERT | C

BE:
MEL:  AE: | wantio register for GridCa

Subscription

ca.gridcener.or.br ASTIE S®&ESQLICH

ENuIFHEE CHER Felct Completion

Uzer grid has been added, MName:

Initial password of the user is gifefa . E_ m ai I to

Login ID: |

|

2w cx Organization: | |
|

N the user

# Koraa instinte of Seience and Technoipgy Informatiol Email:
& SupErcompusing Cantir

# Grid Technology Research Deparimeng

& 305806 Eoeun-dong 52, Yusaong. Dakjeon. Kores ."l".dd USEI’ |
& E=MAIL: Sar

s 42"“m&tial login password

& FAXC oE2 Ih! bb‘_i s

Lﬁ. g @—mmmmmw




KGrIdCA System Overview.

eUploading CSR

1. Login as the registered user.

Y GridCA - Login - Microsoft Internet Explorer =B
OHE(EY MWEGEY 270 EXHEIA) BRI E3EH) HE ‘}}'

T 00 | @] https://ea. gridcenter, or ke/GHdC A/Lagin, php w al=

GridCA - Login

Main | Login | Registration

User Mame: |Sangwan

Password: (vesssssssssssss

[[Remember Password]]

2004-06-07 11:54: 54 KST[GMT+9]

& 9 @ U9

Ki;ﬁ’ Korea Institute of fl!\ Supercomputing Center
(___,- L Sclence and Technology Information = f Extending the Horizon of Science and Technology



KGrIdCA System Overview.

eUploading CSR
2. Upload CSR as a text block or a file

GridCA - Upload CSR

Menu | CERT | CSRE | Logout

(*) CSR Input Form O CER File Upload

————— BEGIN CERTIFICATE REQUEST--———

M1 | BazCB1 0| BADASMUswCOYDY OLGEY JLU G EOMARGA T LUEChMFS0] TYEK DT ALEgHY
BAMTEGFRYWEWaZ8wDUY JKoZ | hvcNADEBBOADIY DAM | GJAoGBAK S /| /spYPs TG, 7
ZYP i ELwh1 3e5toRYEXeByvBollvW | Cozi SkaReypoawi TB3q4t+0nTkHIA iYL
lqoel3CI T3 ML01 CY Z2r Cob+BA00T tovWh pbkbSIPEWCH] & 1 hgXD3RAq 9P|
qCdTfeal g KXREBhuTa5) Pnt BvAgMBALGaADANBgkahk | GIwOBALUFA L OBalICy

St r'.'.'DHBhrEI'-.-'HvFl.ﬁ.hhIF.ﬁ.KNHandanEkTemeTHaTHthyIﬁ.Jck]kaH’rfdd.ﬁ.HFDe
M1dZGmCHi i By SW.J/F¥ul 11 DoUf uMoGEyyS+UdEnaih === EE—
t JaelzHmY i B/ /cWUHE »WOYLt YEAP/CaqdUCY rPva=S C _
————— END CERTIFICATE REQUEST-——— GridCA - Upload CSR
| Menu | CERT | CSE | Logout
O CER Input Farm (*) CSR File Upload
Browse and select a CSR file to upload:
cittemptcsr. pe| EE=E

I( C=® Korea Institute of fI!\ Supercomputing Center
N 20 0 science and Technology information \"" J Extending the Horizon of Science and Technology



KGrIdCA System Overview.

eUploading CSR

3. CSR list & information

<3 GridCA - CSR List - Microsoft Internet Explorer

: 7 GridCA - CSB View - Microsoft Internet Explorer

4

OFE(Ey WEEY =220 SHIINE MDD ESEH) EE = DNF WMEE) 2I10) SHEIE ST TE2H)
=&(D) @ https://ca. gridcentar.or. kr/GridCA/LIStCER. php Pdumimy =1086577126 "| 0l =D |@ https'//ca, gridcenter, or, kr/GridCA/LIstCER, php¥mode=view&id=24sorn=id&page=1  + =
- . H - i s
GridCA - CSR List GridCA - CSR View A
Menu | CERT | GSR | Logout Menu | CERT | CSR | Laogout
ID CSR Subject Generatt me Status CERT CSR Information
2| JC=KR/O=KISTI/CH=test I 2004-06-07 11:59:18 uploaded rull CSRID 2
1 /C=KR/O=KISTI/CH=33aa . 2004-06-01 11:37:38 issued 1 Subject /C=KR/O=KISTI/CN=test
C Iff@fked 2/Totalz | EEGIN CERTIFICATE REQUEST-——- a
M1 | BazCB10 I BADAsHOzw CRY DY QUGEwJLL EOMAwGA T UEChMFSO] TYEk »DTALBaNY 3
2004-06-07 11:58:47 KST[GMT+9] BAMTEBHR | colwa 28w JKoZ | hycNAQEBEUADSY DaM | GJAoGEAKEMyHaPPCzFz 203
G+yORbx 3t FuMCk YAt YdERRYERENXZ2] m+e0700ySENS1 OvFZg r DnTePI0ZPK | PkL
w950 | d 18 wHn | ThH20Y Mt r SEROJLOsOmAACYCK T 23d 4L /bOGevkn | ¥svREMMP:
SR | TesBPoHn /ORY SaHenyDd«D7L1 wTHAGMBA AGaADANBskahlk | GIwOBAQLF A AOBa QAL
oBbWhuj ral Ti0F i & WFRfmNz TkErTa) NG LuHyGi sduacFKyzt UwamdRdF i FUNTS
fZ1sUHa] jpikuWa/290Nw i J0hzkE51 orgElPt PyvzhMsHRBFChwBIFj [h+ 1l ALciY
nO+YLETEY Z+ ¥ GmyOAYulBe s BnkncZxSAY OMmauwu i w== by
————— END CERTIFICATE REQUEST-———— v
[[asnlparse]] [[parse]] [[Download]]
CSR 2 is not signed yet,
Sigils [[Send a request to the administrator]]
Nelata [Mhelata1] b
€ 5 @ U &) S @ 2EY

l l! ‘ Supercomputing Center

\ : f Extending the Horizon of Science and Technology




eUploading CSR

4. Request for signing certificate

<} GridCA - C5R View - Microsoft Internet Explorer _
FicEy  MWEEY EI EAEINA) BRI EFEH) HE ¥

I
ECER I |@ https://ca, aridoenter, or kr/GHd CA/LIstCSR, php fmode=viewdid=2&4s0n=id&page=1 V| 0=

CSR Information

CSRID 2
Subject /C=KR/O=KISTI/CN=test

M1 | BazCB1GI BADA =M Isw CLY DY QOGEW JLUJ EOMAwGA T UEChMFSO] TYEK<DTALBaNY
BAMTEHR I c3twaZ3wDiY JkoZ | hvcHALEEBROADSYOLM | GJAoGBAKEMYHaPPCzPz 203
B+ yw0Rbx 3t PnMCkY At YdERAY EpBUKZ2 | m+e 0700y 3ENET DvFZar DnTc PI0ZPK T PlkL
w3580 | d1 8 wHn | PhM20YHE rSER0JLOs Ond ACYCKT 23d=L /b 98eyvkn i Vv FEMMAX
CSR | TeaSPoHn/ORYSgHcnyDdx07L1 w THAGMBAS Gad DaNEgk ghk | GOwOBALUFAA0Bg At
oBbWbuj ral Ti0F i X TwFRfmNz1kQr TaiNG] LuHvGi = JuacFkyzt UwgnJRdF i FUNTS
{Z1sUNajjpikoWa/290Mw i 90hzkA5 ] oroEQPt BvzNMsHBFChwBIFj [h+114LciY
nD+YUATEY 2+ Y Gy 04 YullBes Bnknc Zx SA Y OMmguwu i w==

e Email Notification
(An email is sent
to the administrator)

w

[[asniparze]] [[parse]] [[Download]]

Private

ke [[Download]]

Statis C5R 2 is not signed yet,
[[Send a request to the administrator]] 1

Delete [[Celete]] C I i C k

2004-06-07 13:25:57 KST[GMT+9]

=]

& D @ 2E

l l! ‘ Supercomputing Center

\ f Extending the Horizon of Science and Technology



KGrIdCA System Overview.

«Signing Certificate (by the admin.)

1. Login as the administrator

<} GridCA - Login - Microsoft Internet Explorer

bRy HEE) 20N SAFA) DT RSEH) = :,.
S0 http://localhost/GridCA/Login, php —__ v

GridCA - Login

main | Login | Registration

This-is intkrnal
b

User Name: |administratur |

Password: sessssssssss for adminiLtration

[[Femember Passwiord] ]

2004-06-07 13:29:19 KET[GMT+9]

&)  2IEY
K C"® Korea Institute of fl!\ Supercomputing Center
N PR N science and Technology Information
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KGrIdCA System Overview.

«Signing Certificate (by the admin.)

2. CSR list (CSRs requested by the requestor are highlighted)

<3 GridCA - CSR List - Microsoft Internet Explorer

MYE) BIE =AW SAFNE E2D) ESHH Az >
GridCA - CSR List
Menu | CERT | CSR | Logout
10 eeb-Subiact ok PN o Sbobic CERT I
2 JC=KR/O=KISTI/CH=test HEM Z2004-06-07 11:59:18 requested  null 2
1 fC=KR/O=KISTI/CHN=aaaa 2004-056-01 11:37: 38 issLed 1 2

Displayed 2 / Total 2

2004-06-07 13:30:02 KST[GMT+9]

l I! ‘ Supercomputing Center

\ : f Extending the Horizon of Science and Technology



KGrIdCA System Overview.

«Signing Certificate (by the admin.)

3. Issue a certificate or reject the CSR.

Based on the CSR. CA operator should check the suitabilit

<} GridCA - CSB View - Microsoft Internet Explorer

TMAE BEE 20 SARNA XD ZEH

Microsoft Internet Explorer
BAdENA =D S&EEH

A& GridCA - Sian CSH
D ®EIE =2A0

GridCA - Sign CSR
Menu | CERT | CER | Logout
Chopse 4 certihcate Lo sign thes CSR with :

A71ERda (C=KR, O=KISTI, CN=EISTI GRID ROOT CA) =

W1 TBazCETLITBADAsHLsw LY DV LILIGEw JCOT EOMA w3 TOECRMESOT TVER <DTALEQNY
BAMTEBHR I c3waZew DY JkoZ | hycNALDEBBUADSYOAM | GJA0GBAKZMHPPCzP2203
S+y0Rbwe 3t RnMCkY &t YAERRY SRR Z2 1 m+e070oy 9ERST OvPZa r Dn TeP302PK | PkL
w958 1 df 8j wHn | ThHZuY Mt rSEROJLOS Ona4CY CkTz3dx L b96eyvkn i Vs v REHMF:
TeaBPaHn/ORY SaHcnyDd=D7L1 wTHAaMBA A GaADANBakahk | GIw0BALLF A A0Bal]
oBbWbuj ral TiOFi X ?FfmNz 1kQrTgj HEj LuHyGixJuacFkyzt UwgmJRdF |
1Z1sUNg] jpiku¥a/290Nw i S0hzKES | or gEUPt BvzNMsHRBFChwE I Fj | [ALci
nO+YUSTEY Z+Y Gny DAY ulBesBnkmc 22 S4Y OMmauwu i w==
————— END CERTIFICATE REQUEST ———

[[asn1parse]] [[parse]] [[Download]]

C5R

Private

Key [[Download]]

CSR 2 is not signed yet.
Waiting for certificate cp
{[Issue certificate] ]

[[Reject]]
UID sangwan (uW

tion by the administrator,

Status

2004-06-07 13:32:09 KST[GMT+9]

(=

B, 4

2004-06-07 13:32:29 KST[GMT+9]

Issue a certificate

Microaoft Internet Explorer

A GridCA - Reject CEA

IMIE) BIE) 2N BARAA =4 SEEH

GridCca - Reject CSR
Menu | CERT | CSR | Logout

Reject CSR
Subject: /C=KR/O=KISTI/CH=tast
) Kay £iZ8 8 not comact
Raject O Subjrct e bl a wrong format
reason:
Lo O Un=authonzed reguest

0 Other:

® 2ED

Relect C5R

Korea Institute of
Sclence and Technology Information

E
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KGrIdCA System: Overview.

e Email Notifications

A certificate signing request from the
requestor Is sent to the administrator
email.

If a certificate is signed(or rejected) by
the admin, a notification email is sent to
the requestor’s email.

If a certificate owner requests to revoke
a certificate, a notification message is
sent to the admin’s email.

Korea Institute of flg\ Supercomputing Center

| Sclence and Technology Information Extending the Horizon of Science and Technology
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KGHACA System Overview.

e Information Repository

All CSR, Certificates, users’ login information
are stored in the database server, which
priodically backed up to a safe place.

CA private key is stored in the internal web
server. Accesses to the internal web server are
not allowed from Internet or the public web
server.

A CRL is issued at the internal web server and
copyed to the public web server using
SCP(SSH).

Korea Institute of flg\ Supercomputing Center

Extending the Horizon of Science and Technology



L€ ridCA%ystem Overview.

e CRL Generation

2 http:/ GridCA - CBL - Microsoft Internet Explorer

GridCA - CRL

Menu | CERT | CSR | Logout

000001 0406201610482 /C=KR/O=KISTI/CN=aaaa

000002 0402110422237 /C=KR/O=KISTI/CHN=test

000002 0402110422172 /O=Clobus/OU=gridcontor.ar. kr/CN=Dcmo Uscr
000004 0408110422092 /O=Globus/CHN=host/novall. gridcenter.or.kr
UUUUUS D4Ue30161640s fO=kR/OU=K1S | L/CN=host/erosUl, gridcenter. ar.kr
000006 0406301616402 /C=KR/0OU=Grid/CN=Globus

000007 0411040619562 /C=KR/O=KISTL/CN=host/eros01.gridcenter.or. kr
000000 OR07040612292 /C=KR/ O=KICSTI AOU=Grd,/Ch=CGlobus

000009 0507040647432 /C=KR/O=KISTL/OU=Grid/CM=5angwan Kim
000002 0507040647322 /C=kKR/O=KISTI/CN=host/eros02 gridcenter.or.kr
NnnNnnh NENR1AN?31337 /C=KR/A=KISTI/CMN=hnst/rrns1 3. orideenter.nr . kr

Administration fca-H
Page u | CERT
MEEIR c=rircste cern)

s Certificate List
« Generate Self-Signed Root CA (only for ad

b Certificate Signing Request (CSR)
s CSR List
b My Account

Change passwords

User List {only for admin)

Mew User {only for admin)

Yiew Log {(only for admin}

Foot Cas (only for admind

CRL (only for admin’ ]

£

& 22 ® 2E

0000d0 0510190241542 fO=Globus/OU=chonbuk, ac.kr/CH=hjhwang

0000d9 0510190241502 /O=Globus/CH=host/hasjuk .chonbuk.ac.kr

0000da 051019024145% sO=Globus/OU=chonbuk . ac.kr/CN=globus

47183fda; CRL has been generated,

sCp Jfwiwiw ml/GrndCA/Imp/gridca (0 0 F/1o3lda—2000-11-29.cCr
ca.gridcenter.or.kr: fvwww/html/CRL/47183fda-2005-11-29.crl

scp Swww/html/GridCA /ftmp/gridca 0 1133195111/47183fda-2005-11-29.crl
ca.gridcenter.or.kr: fveww/html/CRL/47183fda.crl

_EL e iory

f CRL file is generated.
SCP command to copy it to the public web server

C‘l/ B B SClence ang 1ecRnDIngy INTormanon

[ract @ ;- It

EEX




KGrIdCA System Overview.

e CRL Distribution Point
History: http(s)://ca.gridcenter.or.kr/CRL/
Current: http(s)://ca.gridcenter.or.kr/CRL/47183fda.crl

<} hitp://ca. gridcenter.or_kr — Index of /CBL - Microsoft Internet Explorer z
Index of /CRL 1
n /
Name Last modified Size Description
3 Parent Directory 153-Jul-2005 11:33 =
@ 471851da-2004-06-01 . cr| O01-Jun-2004 16:45 1k L4
@ 471851da—-2004-06-07. crl O07-Jun-2004 13:41 1k
@ 4718531da-2004-06-21 . crl 21-Jun-2004 O1:07 1k
@ 4718531da—-2004-05-16. cr| 16-hug-2004 15:42 1k
@ 4718531 da—-2004-03-0Z. cr | 02-Sep-2004 13:36 1k
@ 4718531da-2004-10-01 .crl| O1-0ct-2004 11:16 Tk
471851da-2004-11-01 . cr| 01-Hov-2004 03:53 Tk
@ 471851da~-2004-11-08. cr| 08-Hov-2004 11:27 1k
@ 471851da-2004-12-06. cr| 06-Dec-2004 10:25 1k
@ 4718531da-2004-12-21 .crl 21-Dec-2004 10:16 1k
b
% e e it mm o mm e i e . YRR b

I. i Korea Institute of fI!\ Supercomputing Center
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Staffs & Hardware

Ki;ﬁ’ Korea Institute of I. Supercomputing Center
(___,- L Sclence and Technology Information N ’ Extending the Horizon of Science and Technology






Hardware:

e ca.gridcenter.or.kr (public web server)
Intel Pentium4 1.6GHz, 512MB RAM
RedHat Linux 9
PHP4-enabled Apache web server 1.3.29

e Internal web server

AMD Athlon 2800+, 512MB RAM
RedHat Linux 9

 MySQL database server
The same machine as the public web server

e No HSM (Hardware Security Module) with KISTI Grid CA
We have a HSM equipment managed by other team in
KISTI. We can share the equipment for KISTI CA.
But currently we have insufficient man power to set
up it and we don’t feel necessity of HSM equipment.

l( % Korea Institute of f!g\ Supercomputing Center
Ve | |

Extending the Horizon of Science and Technology



Physical- Accesses

e ca.gridcenter.or.kr (public web server)

Machine Room on the 1st floor in KISTI building,

which is locked with a key

Only accessible by some system admins. (4-5 staffs)
e Internal web server

Office Room on 4t floor in KISTI building

In my desktop which is accessible by any KISTI staffs
 MySQL database server

The same machine as the public web server

Korea Institute of fl!\ Supercomputing Center

[ ]
L'!' I sclence and Technology Information Extending the Horizon of Science and Technology



Events record and archival

e User login, CSR uploading, certificate issuing,
certificate revoking request, certificate
revoking are logged in a database table by
the KGridCA software.

e System log(login/logout/reboot etc) of the CA
machine is not archived yet.

®  Korea Institute of fl!\ Supercomputing Center
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KISTI CA Audit

Supercomputing Center
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KISTT CA Audit by APGrid PMA

e Date of audit: Sep. 21, 2006, 10:00-13:00
e Auditor: Yoshio Tanaka (ApGrid PMA chair)

e Participants: Sangwan Kim

e Where?: KISTI Supercomputing Center, Korea (Yoshio
Tanaka visited KISTI for auditing)

e How the audit performed?

Interview
Material check: KISTI CP/CPS documents
Inspection: machine rooms at KISTI building

Korea Institute of fl!\ Supercomputing Center
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KISTI CA Audit Results

e Problems of KISTI CA

X.509 v3 extension
e Certificate Policies extension is missed in the CA cert.

e pasicConstraints, keyUsage is not marked as critical (for
both CA and end entity cert)

KISTI CA is being operated by only one staff
(Sangwan Kim).
e For backup, CA must be operated by multiple staffs
CPS document should describe more details about
e Operational audits (section 4.5)

e CPS and CP change control procedures, publication and
notification policies (section 8)

e Procedure for CA private key backup and recovery
should be described in the CPS (section 5.1 and 6.2)

Korea Institute of flg\ Supercomputing Center
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KISTI CA Audit Results

e Problems of KISTI CA (cont.)

Personal identification and authorization

e Personal identification

Currently, KISTI CA issues certificates to domestic grid
research. We can not enforce too strong operational policy.

Face-to-face meeting is nearly impossible in our case.
e Multiple user certificates per one person
A person can issue

e Certificate requestor has the authority on host of host
certificate he requested?

How can you do that?
System login/logout/reboot log should be archived

e For general system security, system log should be kept
more carefully.

Korea Institute of fl!\ Supercomputing Center

Extending the Horizon of Science and Technology



Certificate Renewal

How to renewal CA certificate without changing the
key of the CA?

CA Certificate Renewed CA Certificate

same
key

extension
I lchanged

signhature| .
should
changed

same
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Certificate Renewal

How to renewal CA certificate without changing the
key of the CA?

e Generate a new certificate request renewal using the existing
certificate and key pair as input:

openssl x509 -x509toreq -i1n cacert.crt -signkey cakey.key \
-out renew.pem

e Sign the renewal certificate request to generate a new CA
certificate:

openssl x509 \
-extfile openssl.cnf \
-extensions v3 ca \
-CA cacert.crt -CAkey cakey.key \
-set_serial 0 -days 365 \
-req -in renew.pem -out newcacert.pem

hﬂltl‘tl l l! ‘ Supercomputing Center
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Certificate Renewal &)

http://publib.boulder.ibm.com/infocenter/tpfhelp/current/index.jsp?topic=/com.ibm.ztpf.doc_put.02/gtps5/gtpsSmim.htm

Search
Home | Products | Services & solutions | Support & downloads | Mw account
search search scope: All topics
Contents * @, g | z/TPFPUT 02 S| el & o
© TPF Product Information Center Home = tpssmim SEL User's Guide 2

B z/TPF PUT D2
= [ Intraduction
M Tasks
= A Concepts
[ Concepts and structures
[ Internet mail server

Renew a digital certificate

Similar to a driver's license, a cerificate specifies a period of time during which it is valid and has not
expired. Any attempts to use a certificate for authentication before or after its validity or expiration periad will

& [ Migration not be successful. Therefore, mechanisms for managing the renewal of certificates are critical. For example,
# [ Program management an administrator may want to be notified automatically when a cerificate is about to expire so that an
# [ Programming services appropriate renewal process can be completed in a timely manner without causing any inconvenience to the
£ [ Secure Sockets Layer certificate’s subject. This renewal process can involve reusing the same pair of public keys and private keys,
= 3 Getting started and just renewing the certificate or issuing a new key pair altogether.
[ S5L for the z/TPF svstemn ) _
M EA 551 sessions The OpenSSL toal running on a ;_]Iatfurm_ other than the zﬂ_'F'F s_ystem allows you to create a certificate
I Shared 51 sessions request renewal using your existing cerificate and key pair as input:

[A Cryptography standards

m Digital cerificates and authentics #. /openssl x509 -x50%9toredq -in MYCert.pem -out renew.pem -signkey nykey.pen

Getting request Private Key

Enter PEM pass phrase: =
Generating certificate regquest

= [ Keys management and digital ce
E Create public and private key
B Passwaords for key files =
[ Load key files to the z/TFF s
B Create a digital certificate
B [Fenew a digital cerfificate
[E Revoke a digital certificate
[5 Load digital cerificates to the

The following shows the contents of the renew. pem file that was created:

Certificate Redquest:
Data:
Version: 0 (Ox0)

= [A Secure web server support Jubject: C=U3%, 3T=New York, L=Foughkeepszie, 0=IEM, OU=TPF, CHN=John Doe
= [ S5L daemon processes Subject Public Key Info:
[ Diagnostic toals Fublic Eey Algorithm: rsaEncryption

RSk Public Key: (1024 hit)

[ Perfarmance and tuning Modulus {1024 bit):

= Supplements O0:a7:92:dd: 6b: 78: 5a: 45: 69: 69: c3:91: £8: 05: ab:
# [ Weh services 55:15:8c:fo:dd: 75:68:61:26: 60: ce: Oo: do:60: dd:
= [ %*MLAC Parser 3.5.1 SL:f9:ef:08:42:10:10: 1c:0b: 14: fa: da: Da: 05: 64:

4zZ:51l:Ta:cYiT8ieeideilciles 17 75:bd a3 46: cd:
79:fhiazZ:253:11:3at4f:f0:0etacthl:d4: 23: 5321 aa:

— - - 25:57:cf:058:9a:50:d4:858:73:h6:97: 24:6a: 95 £9: .
f: : I B =2 :echnnlugyr

B 43:l:iE!:fd:l:i.b:Za:IE'II‘:7‘4:42:1:18:n26:36:122:}341:12,1,3.5;3,;l

# [ Reference

Iw
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X509 Extension

How to add X509 v3 extension to a certificate?

e In the OpenSSL configuration file, edit the extension section for
adding additional x509 extensions:

[ v3 ca ]

basicConstraints = critical,CA:TRUE

keyUsage = critical,keyCertSign,cRLSign

subjectKeyldentifier=hash

authorityKeyldentifier=keyid:always, issuer:always
criDistributionPoints=URI:http://ca.gridcenter.or._.kr/CRL/
subjectAltName=email :ca@gridcenter.or.kr, URI:http://ca.gridcenter.or.kr/
issuerAltName=email :ca@gridcenter.or.kr, URI:http://ca.gridcenter.or.kr/
certificatePolicies=1.3.6.1.4.1.14305.1.1.1.1.3
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Update Plans

e Update the CA certificate.
to be approved by APGrid PMA members

e Change CP/CPS document
to be approved by APGrid PMA members

e Enhance the system security
e Multiple-person operation
e Backup and archiving
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